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RFC 2350  
  
1. About this document  
This document describes the incident response coordination service from the EDP, S.A. group and all its 
subsidiaries, according to the RFC2350.  
  
1.1 Date of Last Update  
This is version 1.3 published 2024/12/01.  
  
1.2 Distribution List for Notifications  
There is no existing distribution channel for notifications of updates.  
  
1.3 Locations where this Document May Be Found  
This document is available on https://www.edp.com/pt-pt/csirt-edp-rfc2350   
  
1.4 Authenticating this Document  
This document is signed with CSIRT EDP PGP key.  
  
2.Contact Information  
  
2.1 Name of the Team  
CSIRT EDP  
  
2.2 Address  
CSIRT  
EDP, S.A.  
Av. 24 de Julho N” 12  
1249-300 Lisboa   
Portugal  
  
2.3 Time Zone  
Portugal/WEST (GMT+0, GMT+1 in Summertime)  
  
2.4. Telephone Contact  
  
2.4.1 Telephone Number  
+351 210 021 187 (24h)   
  
2.4.2 International Telepohone Number  
     800 910 316 (24h)  
  
2.5 Facsimile Number  
Not available  
  
2.6 Other Telecommunication  
Nonexistent  
  
2.7 Electronic Mail Address  
csirt@edp.com  
  
2.8 Public Keys and Other Encryption Information  
Type:   RSA/2048    Expires: 2026-01-24  
Fpr:    D7C2 896C 1338 030E 347E 783A EFFC E08B 60A8 FC01  



Sub:    RSA/2048  Usage: Encrypt  Expires: 2026-01-24  
UID:    CSIRT EDP <csirt@edp.com>  
  
2.9 Team Members  
This information is classified  
  
2.10 Other Information  
General information about CSIRT EDP can be found at https://edp.com.  
  
2.11 Points of Customer Contact  
CSIRT EDP can be contacted by the means specified on section 2.2 and 2.4 to 2.7.  
  
3. Charter  
  
3.1 Mission Statement  
To protect Information Security in the EDP Group, considering all stakeholders, and to enhance 
cybersecurity resilience across the geographies where the EDP Group operates, through its role as a 
Global Security Operations Center (GSOC) and Essential Service operator.  
  
3.2 Constituency  
EDP’s CSIRT manages the response to security incidents relating to employee and customer information 
processed or stored on its IT infrastructure or on external stakeholders and IT systems, in this case 
subject to the contractual clauses in force. CSIRT EDP is also responsible for managing and responding 
to incidents affecting OT and IoT assets. In this context, the response is coordinated globally, underlining 
our interconnection and collaboration with various geographies. EDP’s CSIRT also assists in the 
response to national incidents and is a member of other CSIRTs such as CERT.PT and 
Trusted Introducer.  
External networks within AS201523, AS212230 and AS268745.  
  
3.3 Sponsorship and/or Affiliation  
CSIRT EDP is part of EDPs Global Security Operations Center, an organizational unit of EDP, S.A.  
  
3.4 Authority  
CSIRT EDP’s attributions are defined by the CISO of EDP, S.A.  
  
4. Policies  
  
4.1 Types of Incidents and Level of Support  
CSIRT EDP handles every type of Information Security Incident  
  
4.2 Co-operation, Interaction and Disclosure of Information  
The privacy and data protection policies of CSIRT EDP ensure that sensitive data is only shared with third
parties on a need-to-know basis.  
  
4.3 Communication and Authentication  
Information might be shared through telephone and clear text email with appropriate precautions.  
CSIRT EDP recognizes and adopts TLP (Traffic Light Protocol) for sharing and dissemination of 
information.  
  
5. Services  
  
5.1 Incident Response Coordination  
To the whole Constituency.  
  
5.2 On-Site Support  



To the whole Constituency.  
  
5.3 CSIRT Capability Building  
CSIRT EDP promotes Information Security awareness for EDP’s employees and external suppliers that 
have access to EDP’s systems or information. This is done through:  
1) Training sessions, both using e-learning and physical Cyber Range sessions;  
2) Participation in internal and external cybersecurity exercises.  
3) Management of threat intelligence indicators, including the identification, analysis, sharing, and 
monitoring of relevant indicators to enhance the protection of EDP’s ecosystem.  
  
5.4 Security Alerts  
To the whole Constituency.  
  
6. Disclaimers  
Although all precautions are taken in the preparation of information, CSIRT EDP does not take any 
responsibility for errors, omissions, or damage resulting from the use of this information.  
  
7. PGP public key  
  
-----BEGIN PGP PUBLIC KEY BLOCK-----   
mQENBGWxNJQBCADTABnmkI/6AwufAdeQD8rxz/J657epDLBBE/uuscr2ORIY/CFb  
PqnLmzKQvSCnfylmSgDJYaeNAivMeOWu2K5n+67zsC/ibq6mXbszVeqhOqXkrnf3  
WBynHiaoazqHgBlTdHWftvuHEB8eaNrU5bWePksTfldjlblmNELDLv9wJKJVoiUU  
h6rnh56Sqg10293aidJhqLdjNHFFMq4dV1rMli3vfpxv/T2ZwjEP2ri+GtJI4+sJ  
ZBOuRuCdjgLqM7KSakxRUvPd0W7XsPnHxSj8AwuSDh4uKffC8KaIn0W1VQTCI1gx  
haIXe4Ukxzm7DKdiV2P2vmg8g+jSkjqjAsYLABEBAAG0GUNTSVJUIEVEUCA8Y3Np  
cnRAZWRwLmNvbT6JAVcEEwEIAEEWIQTXwolsEzgDDjR+eDrv/OCLYKj8AQUCZbE0  
lAIbAwUJA8N/rAULCQgHAgIiAgYVCgkICwIEFgIDAQIeBwIXgAAKCRDv/OCLYKj8  
AY58B/wJ9OxUnqDQWbQztujKVmLXtZt98heBs1QJcp3yRrdWwHePpW3Y+TBQ3Djm  
lt0dxFyxyo+IWi1IF8f2i3XJ4Y1ebOEfB+8eR1iVnv9aAG8eYSpQlWBzLDjZdzig  
QzqxzP9+gamEznw0P6Qo5BhmrfcJ9/viRKwZTnq36YrovP/p9G7mJsiD+TVE1ysl  
plSbSYgIyu/vYZVdpwDx0QOmObJz6ErUgXITiS0kReGQp4ejed8F36DJhtsfapWA  
2FF2ojfvBps/GCIOb3Tm0kEyiiQKE90XtBH6HTMG9Ihv1e1EQ2mts6WH6aS8dt3Q  
uwrw9/YcBj6Ex9F6ekZRd5Fg5L/2uQENBGWxNJQBCADINoM9ik3NaQgT2MCHUKNe  
tY21O9dj4ria4+j6cHb7+PYZj4wXqqK1FT3zMOaOCwJj4Ow+GcK2IHd8FelC7A5c  
EuBDkFFh1foRye251+R+d0Ns54KNXhR3PhMn3BEnDAUsEWNGJDsCVrOW2Aedyh64  
69rR4qB8zzpgrZS9aMlKDnCLycJXhdCghj6Sckj+ZckW2b+Mp0CgBa7HG3pV6Y51  
ZZ0W0TtrDoUfKD9AqN60yTB95sbbeJFS/Md5OLnrAqvKZ395GPHDPmnf4H4apeLX  
koy+HCYqqVfkH5dkGoVWAbf5t/5ShGCw1UwmeS0UIpjPJvfbC8k6OCJjuL1hRaOX  
ABEBAAGJATwEGAEIACYWIQTXwolsEzgDDjR+eDrv/OCLYKj8AQUCZbE0lAIbDAUJ  
A8N/rAAKCRDv/OCLYKj8Adz2B/9jMitVMUk5PFnu7z3cR5pXGKefpegD7alrtKDK  
odbtHqbfvgpALfEv/nnoRdUBtFZggovOlNvU0mifLtiAMpbjYG5pwcfZPZYlVXQ+  
dFPXdT8eUBjykL9/5u/GgbLXuWv4zK6EJBWK1AShawxfOQ/S6s2eTO8mPWXBJ3Hu  
CCoEjo85+/1VDjmmw3z06hdcajHyyAPJqVEVN3/XIOntITX2ZH1UxBkoV7SKVVDP  
dZX12eL3aI7ZbO8nn+7uYF/bi+Ou5o/ZMKFbarXXAbDu3CagN9l+ggfBhmliIhD1  
q11QnK5jB9NcG7ee7YiESsAiX69qJVNtJmvPOKlwH7MBviEf  
=e77V  
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